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Cybersecurity Test and Vulnerability Scan

Kiddieland HK & China Network Diagram
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Our network has protected by Sophos SG 210 (with active FullGuard License) from
Internet connection.

Sophos FullGuard combines all our core licenses in one cost-effective subscription
for complete security: Essential Firewall, Network Protection, Web Protection,
Email Protection, Wireless Protection and Web Server Protection.

Licensing options

Individual
subscriptions BasicGuard FullGuard

Essential Firewall - Free

Network Firewall, NAT, Native s Full Full Full
Windows Remote Access

Netwark Proteation Yes Basic Full Full
1PSec/SSL, ATP, VPN, IPS, DoS Protection a TR

Web Protection

URL Filtering, Application Control, Yes Basic Full Full

Dual Engine Antivirus
Email Protection

Anti-spam, Email Encryption and Yes Basic Full Full
DLP. Dual Engine Antivirus

Wireless Protection

Wireless Controller, Multi-SSID Yes Basic Full Full
Support, Captive Portal

Webserver Protection

Web Application Firewall, Yes - Full Full

Reverse Proxy, Antivirus

Sandstorm Protection
Cloud-based Sandboxing

Yes Optional Optional Full
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HKFWO001 (Sophos SG 210 HK Side) License Status
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Msearch Licensing
Dashboard Overview  Instaliation  Aclive IP Addres .
Management
: Base License

System Seffings
WebAdmin Setfings
Licensing License ID: 806099
Up2Date Registration Date: 19 May 2015
Backup/Restore License Revision: 1
User Portal Special: None
Notifications Type: Hardware
Customization Model: SG210
SNP Max. Users: unlimited
g::::'s'::o":"g:é":n'::OI Max. Connections: unlimited

Hot-standby: +/ enabled
High Avallabllity by
Shutdown/Restart

Network Protection

Definitions & Users
Interfaces & Routing
Network Services
Network Protection
Web Protection
Email Protection
Advanced Protection
Endpoint Protection
Wireless Protection
Webserver Protection
RED Management
Site-to-site VPN
Remote Access
Logging & Reporting
Support

Log off

Status: +/ enabled
Exp. Date: 06 June 2024

Description: This subscription enables the ion F System (IPS) incl. pattern updates,
DoS/Flood Protection, SSL & IPsec based VPN and Remote ACCESS Advanced Routing,
WAN Link ing and detailed Network Protecti

Email Protection

Status: +/ enabled
Exp. Date: 06 June 2024

This ipti bles mail filtering with dual antivirus incl. pattern
and fingerprint based spam filtering, transparent Emall Encryption (OpenPGP & SIMIME),
End-User Qi and iled Mail Usage
Web Protection
Status: +/ enabled
Exp. Date: 06 June 2024
This ipti bles web traffic is with Virus and Spyware filter incl. pattern
updates, URL filter by category, AD/eDir SO Authentication, HTTPS filtering. Application
Control and detailed Web Usage Reporting.
Webserver Protection

Status: +/ enabled
Exp. Date: 06 June 2024
Description: This ipti ction of servers behind UTH from modern aftacks and
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Confrol and detailed Web Usage Reporiing.

Webserver Protection

Status: +/ enabled
Exp. Date: 06 June 2024

Description: This subscription enables protection of servers behind UTHM from modermn attacks and
exploits. Keep your web and mail servers safe using defenses against Cross-Site Scripting
(XSS), SQL Injection, Application Attacks, Cookie Tampering, and more. Webserver
Protection supports standard HTTP and encrypted HTTPS (SSL) connections.

Wireless Protection

Status: / enabled
Exp. Date: 06 June 2024
Description: This subscription enables Wireless Protection.

Sandstorm

Status: X disabled
Exp. Date: not licensed
Description: This subscription enables Sandstorm.

Endpoint AntiVirus

Status: +/ enabled
Exp. Date: 16 January 2038
Max. Users: 2 (0 licensed Users + 2 free Users )
Description: This subscription enables Endpoint Protection incl. Antivirus, HIPS and Device Control.

BasicGuard

Status: X disabled
Exp. Date: not licensed

Description: This subscription enables basic functions for Network, Email, Web and Wireless
Protection. If you want to use more advanced functions in your UTM like RED, HTML5 VPN
Portal, Wireless Hotspot vouchers, two AV scanners, and others, you can easily upgrade to
a fully featured FullGuard license via our MyUTM licensing portal.

Support Senvices

Type: Web Support » Standard Suppornt » Premium Suppont
Status: «/ enabled
Exp. Date: 06 June 2024

Description: Web Support is included with every Base License.
Standard Support is included with the subscriptions.
Premium Support is a dedicated subscription and allows 24x7 access 1o the Sophos
Support Team as well as upfront replacement of defective Hardware Appliances.
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CNFWO001 (Sophos SG 210 China Side) License Status
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Webserver Protection

Wireless Protection
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Use “Nmap” Vulnerability scanner to check Data File

server and Database Server.

Result for Data File server (HKNAS001):

i

Nmap Security
Scan Report - HKM

Result for Database Server (HKSQL001):
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Nmap Security
Scan Report - HKS

Result for Database Server (KID008):
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Nmap Securily
Sean Repot -~ KL

Result for Database Server (KID009):
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Nmap Securily
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